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If Your Password is ‘Password,’ Please Read This Article
In a world of controversial topics, artificial intelligence is among the most contentious. Experts argue
about the utility of various models, whether the technology will destroy more jobs than it creates, and the
valuations of the companies that are training the large language models.

There is, however, one subject on which there is broad agreement: AI tools will give bad actors better
tools to execute scams. While most of their efforts may focus on hacking large institutions and their
databases, there will be plenty of attempts to steal from individuals. All of us need to be more vigilant as
we navigate the internet and our email in-boxes. There are several things we can do to protect
ourselves:

Never click on an attachment from someone you do not know.
No legitimate entity will ask you to reveal your user name or password, or will call you to get them.
Do not transfer funds to any party without checking the instructions and ensuring that they are, in
fact, to whom you want to send money.
Keep your phone and computer up to date with security updates.
If an app offers the chance to use two-factor authentication, take it.
Better yet, if it offers a passkey, take that.

Most important: Use strong passwords for your email account and for any account which contains
money or anything of value (i.e., airline miles) that you do not want to lose. Make each password
unique for those crucial sites. A common way for bad actors to get ahold of your assets is by using a
weak password to get into your accounts, and AI will enhance their ability to do so.

Please be assured that we are doing everything possible here to protect your assets. We continue to
insist on getting your verbal confirmation to send out funds or make changes to your contact information,
and the firm goes to extraordinary lengths to protect client data. While that can mean a slight delay in
sending out wires you request, it also ensures that no one but you can access your accounts. If you
have any questions about how best to protect yourself online, please do not hesitate to reach out to any
of us.
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We look forward to hearing from you.
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The information contained in this commentary is not a solicitation to purchase or sell investments. Any information presented is general in nature and not intended to provide individually 

tailored investment advice. The strategies and/or investments referenced may not be suitable for all investors as the appropriateness of a particular investment or strategy will depend on 

an investor's individual circumstances and objectives. Investing involves risks and there is always the potential of losing money when you invest. The views expressed herein are those of 
the author and may not necessarily reflect the views of UBS Financial Services Inc.

Neither UBS Financial Services Inc. nor its employees (including its Financial Advisors) provide tax or legal advice. You should consult with your legal counsel and/or your accountant or 

tax professional regarding the legal or tax implications of a particular suggestion, strategy or investment, including any estate planning strategies, before you invest or implement.

The past performance of an index is not a guarantee of future results. Each index reflects an unmanaged universe of securities without any deduction for advisory fees or other expenses 

that would reduce actual returns. An actual investment in the securities included in the index would require an investor to incur transaction costs, which would lower the performance 

results. Indices are not actively managed and investors cannot invest directly in the indices.

Certified Financial Planner Board of Standards Center for Financial Planning, Inc. owns and licenses the certification marks CFP®, CERTIFIED FINANCIAL PLANNER®, and CFP® 

(with plaque design) in the United States to Certified Financial Planner Board of Standards, Inc., which authorizes individuals who successfully complete the organization’s initial and 
ongoing certification requirements to use the certification marks.

As a firm providing wealth management services to clients, UBS Financial Services Inc. offers investment advisory services in its capacity as an SEC-registered investment adviser and 

brokerage services in its capacity as an SEC-registered brokerdealer. Investment advisory services and brokerage services are separate and distinct, differ in material ways and are 

governed by different laws and separate arrangements. It is important that you understand the ways in which we conduct business, and that you carefully read the agreements and 

disclosures that we provide to you about the products or services we offer. For more information, please review client relationship summary provided at ubs.com/relationshipsummary, 

or ask your UBS Financial Advisor for a copy.

©UBS 2025. The key symbol and UBS are among the registered and unregistered trademarks of UBS. All rights reserved. UBS Financial Services Inc. is a subsidiary of UBS Group AG. 

Member FINRA/SIPC.
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